Communication Computer Networks Practical Component of IPCC
Using suitable software programming tool, demonstrate the operation of the following programs: 
Experiments: Implement the following in C/C++
1. For the given data, use CRC-CCITT polynomial to obtain CRC code. Verify the program for the cases
i. Without error
ii. With error.
2. Write a program for a HDLC frame to perform Bit stuffing and destuffing a bit in a single frame
3. Write a program for a HDLC frame to perform Byte stuffing and destuffing a bit in a single frame Character stuffing.
4. Write a program for distance vector algorithm to find suitable path for transmission
5. Implementation of Stop and Wait Protocol and Sliding Window Protocol
6. Write a program for encryption and decryption of the text

Simulation experiments using NS2/ NS3/ OPNET/ NCTUNS/ NetSim/ QualNet/ Packet Tracer or any other equivalent tool
1. Implement a point to pint network with four nodes and duplex links between them. Analyze the network performance by setting the queue size and varying the bandwidth.
2. Implement a four node point to point network with links n0-n2, n1-n2 and n2-n3. Apply TCP agent between n0-n3 and UDP between n1-n3. Apply relevant applications over TCP and UDP agents changing the parameter and determine the number of packets sent by TCP/UDP.
3. Implement Ethernet LAN using n (6-10) nodes. Compare the throughput by changing the error rate and data rate.
4. Implement Ethernet LAN using n nodes and assign multiple traffic to the nodes and obtain congestion windows for different sources/ destinations.
Text Books:
1. Data Communication Networking, Behrouz A Forouzan, 6th Edition, TMH 2022
Reference Books:
1. Computer Networks, James F.Cruz, Keith.W.Ross, Pearson education, 2nd Edition 2003.
2.  Introduction to Data communication and networking, Wayne   Tomasi, Pearson Education
2007.


User name :sim lab
Password:ecmsrit
Steps to follow 
ec@ubuntu:~$ cd ccn// change directory
ec@ubuntu:~/ccn$ gedit lab1.c //editor file
TYPE PROGRAM 
Press esc :wq (save and quit)
ec@ubuntu:~/flory$ gcc lab1.c // to compile  
ec@ubuntu:~/flory$ ./a.out// executable file to run


Experiment -1
1. For the given data, use CRC-CCITT polynomial to obtain CRC code. Verify the program for the cases
i) Without error 
ii) With error.
Aim: To stimulate the polynomial code check sum for CRC - CCITT.
Theory: CRC is an error detection technique. A CRC is a numeric value computed from the bits in the message to be transmitted. It is appended to the tail of message prior to transmission, the receiver defects the presence of errors in the received message by computing new CRC. This technique is based on binary division, the redundant bits used by CPC are derived by dividing the data unit by predetermined division, the remainder got by division in the CRC which is appended to the end of data unit so that the resulting data unit becomes exactly divisible by the divisor. At the receiver the incoming frame is divided using binary division. If the remainder is zero that frame is assumed to be intact and it is acceptable. A remainder indicates the frame has been damaged in transit and therefore must be rejected.

1) Transmission Data
2) CRC generator
3) CRC bits => n=5 bits
4) CRC bits  (n-1) = 4 bits 
5) CRC bits(Reminder) = Data + (n-1) zero/ CRC generator
6) Checksum = Data + CRC bits
At receiver
Checksums 
Is CRC generator reminder zero if yes receiver has received correct data

 [image: ]
Specimen  frame : - 1101011011
 
Algorithm:
1. Given a bit string, append 0S to the end of it (the number of 0s is the same as the degree of the generator polynomial) let B(x) be the polynomial corresponding to B. 
2. Divide B(x) by some agreed on polynomial G(x) (generator polynomial) and determine the remainder R(x). This division is to be done using Modulo 2 Division. 
3. Define T(x) = B(x) –R(x) (T(x)/G(x) => remainder 0)
 4. Transmit T, the bit string corresponding to T(x).
 5. Let T’ represent the bit stream the receiver gets and T’(x) the associated polynomial. The receiver divides T1 (x) by G(x). If there is a 0 remainder, the receiver concludes T = T’ and no error occurred otherwise, the receiver concludes an error occurred and requires a retransmission.

#include<stdio.h>
#include<string.h>
#define N strlen(g)
char t[128], cs[128], g[]="10110";
int a, e, c;
void xor() {
 for(c=1;c<N;c++) cs[c]=((cs[c]==g[c])?'0':'1');
} 

void crc() {
 for(e=0;e<N;e++) cs[e]=t[e];
 do {
 if(cs[0]=='1') xor();
 for(c=0;c<N-1;c++) cs[c]=cs[c+1];
 cs[c]=t[e++];
 }while(e<=a+N-1);
}
void main() {
 //clrscr();
 printf("\nEnter poly : "); scanf("%s",t);
 printf("\nGenerating Polynomial is : %s",g);
 a=strlen(t);
 for(e=a;e<a+N-1;e++) t[e]='0'; // N length of generating polynomial
 printf("\nModified t[u] is : %s",t);
 crc();
 printf("\nChecksum is : %s",cs);

//RX
 for(e=a;e<a+N-1;e++) t[e]=cs[e-a];
 printf("\nFinal Codeword is : %s",t);
 int check,gg;
 printf("\nTest Error detection 0(yes) 1(no) ? ");
 scanf("%d",&check);
 if(check==0){
	 printf("\nEnter position where you want to insert error : ");
	 scanf("%d",&gg);
	 t[gg]=(t[gg]=='1'?'0':'1');
	 printf("\nErrorneous data : %s",t);
	 printf("\nError Detected");
 }
 else{
	 printf("\nno Error Detected");
 }
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 Out Put: 
Enter poly: 1101011011
Generating Polynomial is: 10110
 Modified t[u] is: 11010110110000
 Checksum is: 1000
Final Codeword is: 11010110111000
Test Error detection 0(yes) 1(no)? : 0
 Enter position where you want to insert error: 3
 Erroneous data: 11000110111000
 Error detected.





























Experiment -2
2. Write a program for a HDLC frame to perform bit stuffing and de-stuffing in a single        
      frame.

Aim: To write and execute program for bit stuffing and de-stuffing
Theory: Data link layer is responsible for something called Framing, which is the division of stream of bits from the network layer into manageable units (called frames). Frames could be of fixed size or variable size. in variable-size framing, we need a way to define the end of the frame and the beginning of the next frame.
To separate one frame from the next, an 8-bit (or 1-byte) flag is added at the beginning and the end of a frame. But the problem with that is, any pattern used for the flag could also be part of the information. So, there are two ways to overcome this problem:
(i) Using Byte stuffing (or character stuffing)
(ii) Using Bit stuffing
Byte stuffing –A byte (usually escape character(ESC)), which has a predefined bit pattern is added to the data section of the frame when there is a character with the same pattern as the flag. Whenever the receiver encounters the ESC character, it removes from the data section and treats the next character as data, not a flag. Bit stuffing –Mostly flag is a special 8-bit pattern “01111110” used to define the beginning and the end of the frame.Problem with the flag is the same as that was in case of byte stuffing. So, in this protocol what we do is, if we encounter 0 and five consecutive 1 bits, an extra 0 is added after these bits. This extra stuffed bit is removed from the data by the receiver.
The extra bit is added after one 0 followed by five 1 bits regardless of the value of the next bit. In bit stuffing, each frame begins with a special binary code 01111110 called as flag when error data encounter 5 consecutive ones in the data ,automatically 6th bit is forcibly made 0 at the receiver it sees that 5 ones with 0 then automatically de stuff or it will detect the 0 to get 1.

Example 1:
Original Data: 0111000111111010
Stuffed data: 011111100111000111110101001111110
Algorithm for bit stuffing:
1. Input the data bit stream
2. Check for 5 consecutive ones
3. If present add 0 to the sixth bit
4. If not continue to further bit
5. Add start and end frame
6. Transmit and display

//BIT stuffing
#include <stdio.h>
#include <string.h>

int main() {
    char ch, arr[50] = "01111110", rec[50];
    int i, j, k, len = 8, cnt = 0;

    printf("\n Enter the data:\n");
    while ((ch = getchar()) != '\n') {
        if (ch == '1')
            cnt++;
        else
            cnt = 0;
        arr[len++] = ch;
        if (cnt == 5) {
            arr[len++] = '0';
            cnt = 0;
        }
    }
    strcat(arr, "01111110");
    printf("\n Bit stuffed stream is:\n ");
    for (i = 0; i < len + 8; i++)
        printf("%c", arr[i]);

    // Destuffing
    cnt = 0;
    printf("\n The destuffed stream is:\n");
    for (j = 8, k = 0; j < len; j++) {
        if (arr[j] == '1')
            cnt++;
        else
            cnt = 0;
        rec[k++] = arr[j];
        if (cnt == 5 && arr[j + 1] == '0') {
            j++;
            cnt = 0;
        }
    }
    for (j = 0; j < k; j++)
        printf("%c", rec[j]);

    return 0;
}

Output
Original Data: 0111000111111010
Stuffed data: 011111100111000111110101001111110










Experiment 3

3. Write a program for a HDLC frame to perform character stuffing and de-stuffing in 
      a single frame

Aim: To write and execute program for character stuffing and de-stuffing.
Theory: In character stuffing, at the starting an ASCII sequence DLESTX and at the end DLEETX is transmitted for synchronization But when DLE occurs in the data itself then the systems adds one more DLE alone with present one so at the receiver it detects one DLE such that DLE of data will be safe.
Example:
i) Original data : MSRITECE
Stuffed data: DLESTX MSRITECE DLEETX
ii) Original data DLE MSRITECEDLE
Stuffed data: DLESTX DLEDLE MSRITECEDLE DLE DLEETX


#include <stdio.h>

#define DLE 16
#define STX 2
#define ETX 3

int main() {
    char ch, arr[50] = {DLE, STX}, rec[50];
    int len = 2, i, j;

    printf("Enter the data stream: ctrl+p->DLE ctrl+b->STX ctrl+c->ETX\n");
    while ((ch = getchar()) != '\n') {
        if (ch == DLE) {
            arr[len++] = DLE;
            printf("DLE");
        } else if (ch == STX) {
            printf("STX");
        } else if (ch == ETX) {
            printf("ETX");
        } else {
            printf("%c", ch);
        }
        arr[len++] = ch;
    }
    arr[len++] = DLE;
    arr[len++] = ETX;

    printf("\nThe stuffed stream is:\n");
    for (i = 0; i < len; i++) {
        ch = arr[i];
        if (ch == DLE) {
            printf("DLE");
        } else if (ch == STX) {
            printf("STX");
        } else if (ch == ETX) {
            printf("ETX");
        } else {
            printf("%c", ch);
        }
    }

    // Destuffing
    printf("\nThe destuffed data stream is:\n");
    for (j = 2; j < len - 2; j++) {
        ch = arr[j];
        if (ch == DLE) {
            printf("DLE");
            j++;
        } else if (ch == STX) {
            printf("STX");
        } else if (ch == ETX) {
            printf("ETX");
        } else {
            printf("%c", ch);
        }
    }

    return 0;
}
Output:
i) Original data : MSRITECE
Stuffed data: DLESTX MSRITECE DLEETX
ii) Original data DLE MSRITECEDLE
Stuffed data: DLESTX DLEDLE MSRITECEDLE DLE DLEETX


















Experiment -4

Write a program for distance vector algorithm to find suitable path for transmission.

Distance vector routing algorithms operate by having each router maintain a table (i.e., vector) giving the best known distance to each destination and which line to get there. These tables are updated by exchanging information with the neighbours.

Program:
#include<stdio.h>
struct node
{
	unsigned dist[20];
	unsigned from[20];
}rt[10];
int main()
{
	int dmat[20][20];
	int n,i,j,k,count=0;
	printf("\nEnter the number of nodes : ");
	scanf("%d",&n);
	printf("\nEnter the cost matrix :\n");
	for(i=0;i<n;i++)
		for(j=0;j<n;j++)
		{	
			scanf("%d",&dmat[i][j]);
			dmat[i][i]=0;
			rt[i].dist[j]=dmat[i][j];
			rt[i].from[j]=j;
		}
		do
		{	
			count=0;
			for(i=0;i<n;i++)
			for(j=0;j<n;j++)
			for(k=0;k<n;k++)
				if(rt[i].dist[j]>dmat[i][k]+rt[k].dist[j])
				{
					rt[i].dist[j]=rt[i].dist[k]+rt[k].dist[j];
					rt[i].from[j]=k;
					count++;
				}
		}while(count!=0);
		for(i=0;i<n;i++)
		{
			printf("\n\nState value for router %d is \n",i+1);
			for(j=0;j<n;j++)
			{
	printf("\t\nnode %d via %d Distance%d",j+1,rt[i].from[j]+1,rt[i].dist[j]);
			}
		}	
	printf("\n\n");
}

Enter the number of nodes : 4
Enter the cost matrix :
1 2 7 1
2 5 6 8
7 5 0 6
1 2 6 0

State value for router 1 is
node 1 via 1 Distance0
node 2 via 2 Distance2
node 3 via 2 Distance7
node 4 via 4 Distance1
State value for router 2 is
node 1 via 1 Distance2
node 2 via 2 Distance0
node 3 via 3 Distance6
node 4 via 4 Distance8
State value for router 3 is
node 1 via 2 Distance7
node 2 via 2 Distance5
node 3 via 3 Distance0
node 4 via 4 Distance6
State value for router 4 is
node 1 via 1 Distance1
node 2 via 2 Distance2
node 3 via 3 Distance6
node 4 via 4 Distance0

















Experiment -5

Implementation of Stop and Wait Protocol and Sliding Window Protocol

5a. Stop and Wait protocol

Program:
#include<stdio.h>
#define w 1
int main()
{
int i,f,frames[50];
printf("\nEnter number of frames to transmit: ");
scanf("%d",&f);
printf("\nEnter %d frames: ",f);
for(i=1;i<=f;i++)
scanf("%d",&frames[i]);
printf("\nWith stop and wait protocol the frames will be sent in the following manner (assuming no corruption of frames)\n\n");
printf("After sending %d frames at each stage sender waits for acknowledgement sent by the receiver\n\n",w);
printf("if error occur negative acknowledge is detected same frame is resend back\n");  
for(i=1;i<=f;i++)
{
if((random()%2)==1)
  {
	if(i%w==0)
	{
		printf("%d\n",frames[i]);
		printf("Acknowledgement of above frames sent is received by sender\n\n");
	}
	else
		printf("%d ",frames[i]);
  }
  else
  {
	sleep(3);
         printf("negative acknowledge resend %d frame\n",i);
	i=i-1;
	sleep(1);
   }

}
return 0;
}









Result:
Enter number of frames to transmit: 4

Enter 4 frames: 1
2
3
4

With stop and wait protocol the frames will be sent in the following manner (assuming no corruption of frames)

After sending 1 frames at each stage sender waits for acknowledgement sent by the receiver

if error occur negative acknowledge is detected same frame is resend back
1
Acknowledgement of above frames sent is received by sender

negative acknowledge resend 2 frame
2
Acknowledgement of above frames sent is received by sender

3
Acknowledgement of above frames sent is received by sender

4
Acknowledgement of above frames sent is received by sender















Experiment -6

Write a program for encryption and decryption of text.

Aim: To write and execute a program for encryption and decryption by Using substitution method

Theory: Substitution technique is a classical encryption technique where the characters present in the original message are replaced by the other characters or numbers or by symbols. If the plain text (original message) is considered as the string of bits, then the substitution technique would replace bit pattern of plain text with the bit pattern of cipher text. The cipher text alphabets to be shifted by K letters. In this case K becomes a key to the generous method of circularly shifted alphabets. Caesar Cipher This the simplest substitution cipher by Julius Caesar. In this substitution technique, to encrypt the plain text, each alphabet of the plain text is replaced by the k(key) places further it. And to decrypt the cipher text each alphabet of cipher text is replaced by the k(key) places before it.

Example:

1. Plain text: XYZ
Key=2
Cipher text: ZAB

2. Plain text: WIRELESS DATACOMMUNICATION
Key=3
Cipher text: -----------

Algorithm:
1. Get the message to be encrypted into plain text
2. Initialize the number of shifts per character for encryption
3. Remove non alphabetical character from the plain text and capitalize them
4. Replace each character of the plain text by shifting letters along the forward direction and put
the encrypted message to the cipher text.
5. For decrypting initialize the key K
6. Replace each character of cipher text by shifting k letters along the reverse direction and put
the decrypted message to plain text.

#include &< stdio.h>
#include &<ctype.h>
//#include &lt;conio.h&gt;
#define MAX 1000
int main ()
{
{
int s, pi, ci;
char plain[MAX], cipher[MAX];
printf(&quot;*** Encryption &amp; decryption using substitution cipher ***\n\n&quot;);
printf(&quot;Enter the plain text:\n&quot;);
gets(plain);
while(1)
{
printf(&quot;\nKey (number of shifts per character) for encryption : &quot;);
scanf(&quot;%d&quot;, &amp;s);
if(s &lt; 1 || s &gt; 25) // || logical or function
printf(&quot;Bad input! Enter a value between 1 and 25.&quot;);

else
break;
}
printf(&quot;\nAfter removing non alphabetical characters and capitalizing:\n&quot;);
for(ci = 0, pi = 0; plain[pi] != &#39;\0&#39;; pi++)
if(isalpha(plain[pi])) // If a character passed to isalpha() is an alphabet, it returns a non-zero integer, if not
it returns 0
{
putchar(toupper(plain[pi]));
// The toupper() function is used to convert lowercase alphabet to uppercase
// putchar() function is a file handling function in which is used to write a character on standard
output/screen. 
cipher[ci++] = ((toupper(plain[pi]) - &#39;A&#39;) + s% 26) % 26 + &#39;A&#39;;
}
cipher[ci] = &#39;\0&#39;;
printf(&quot;\n\nAfter encryption:\n%s\n&quot;, cipher);
while(1)
{
printf(&quot;\nKey for decryption : &quot;);
scanf(&quot;%d&quot;, &amp;s);
if(s&lt; 1 || s&gt; 25)
printf(&quot;Bad input! Enter a value between 1 and 25.&quot;);
else
break;
}
for(pi = 0, ci = 0; cipher[ci] != &#39;\0&#39;; ci++)
plain[pi++] = ((cipher[ci] - &#39;A&#39;) + (26 - s)) % 26 + &#39;A&#39;;
plain[pi] = &#39;\0&#39;;
printf(&quot;\nAfter decryption:\n%s&quot;, plain);
//return 0;
}
getch();
}

Output:
 i)Plain text: XYZ
Key=2
Cipher text: ZAB
ii)Plain text: WIRELESS DATACOMMUNICATION
Key=any key
Cipher text: -----------
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